Material & Load Curv
Encryption Tool !




About

« This Oasys PRIMER tool is for encrypting *MATERIAL and *DEFINE_CURVE keywords for LS-
DYNA.

« The tool allows you to choose between partially and fully encrypting a keyword.
» The tool works on models with multiple include files.

* Encrypted keywords can be used by both LS-DYNA and PRIMER.

PRIMER ’




Setup



GnuPG

 This tool needs an external software to perform the encryption.
* An example is the open-sourced, GPLv3 licensed software GnuGP (or GPG).

* You can visit https://gnupg.org/ to download GPG for your system.



https://en.wikipedia.org/wiki/GNU_General_Public_License#Version_3
https://gnupg.org/

The First Step



Run

 To run the tool go to the tools tab > other > encrypt.
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gpg executable file

* First, you must already have the model you wish to encrypt open in PRIMER.

* You will be asked to select the location of the gpg executable file (e.g. gpg.exe in Windows or gpg in
Linux) if the tool can not find it automatically.

— (PG Executable Location ™[] %

Please zelect the location of gpg.exe
| -

B gpg.exe

fusr/binfgpg



Model Selection n

« If you have multiple models open in PRIMER you will be asked to select a model for encryption.

— qp Selection menu =]
Select a model for Encryption
- Select MODEL «[]
: . (ost
Vis Key_In =
Cancel
Tt | w2




Selecting Materials and Load Curves



Manual Selection

« Use the buttons at the top of the panel to select the MATERIALs and DEFINE_CURVEs in the model
you wish to encrypt.

— Select DEFIN 2 €€[_|

<> Opt

Filter Key_In
Cancel Apply

(M/L) DEFINE_CURVE(s)
LC2000001 (engine moun
LC2000002 (engine moun
LC2000003 (engine moun
LC2000004 (engine moun
LC2000011 (Radiator_1 {

LC2000012 (Radiator_2 |
LC2000013 (Radiator_3 |
LC2000014 (Radiator_4 |
LC2000030 (DEFINE_CU
LC2001024 (Suspension

LC2001025 (Suspension

TABL2001070 (HF 1050-
LC2001071 (HF 1050-150
LC2001072 (HF 1050-150

— Select MATERIAL |2 <[]

«  opt

Filter WVis Key_In Sk

Cancel Apply
(MJ/L) MATERIAL(s) (in M2)

MAT2000001 (Engine Mount [N

MAT2000002 (Steel Rigid [RIGI

MAT2000003 (Welds glue [SPO
MAT2000005 (IF 300-420 [PIEC
MAT2000006 (IF 140-270 [PIEC
MAT2000007 (BH 280-400 [FIE
MAT2000008 (DP 500-300 [PIE
MAT2000009 (BH 210-340 [FIE
MAT2000010 (HF 1050-1500 [PI
MAT2000011 (CR340-SR [PIEC
MAT2000013 (Windshield Poly

MATZ2000014 (Windows glass [
MAT2000016 (Soild Welds [SP
MAT2000017 (IF 260-410 [PIEC

PRIMER 3

— Madel Encryption =[x

Active model: M1

"MATERIAL

*DEFINE_CURVE/_TABLE/_FUNC

Select All Get Associated Options

MATERIAL *DEFINE_CURVE
Full Encrypt s{ Full Encrypt
s/ Partial Encrypt Partial Encrypt
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PRIMER D

Select All, Get Associated, Clear and Options -'

« Select All: Selects all of the MATERIALs and DEFINE_CURVEs within the model

« Get Associated: Selects all of the DEFINE_CURVES that are associated with the currently
selected MATERIAL (i.e. referenced).

 Clear: This removes all the selected MATERIALs and DEFINE_CURVEs.
« Options: Opens the Options menu.

— Model Encryption =[x
Active model: M1
*MATERIAL

*DEFINE_CURVE/_TABLE/_FUNC

I Select All Get Associated Dptiunsl

“MATERIAL *DEFIMNE_CURVE
Full Encrypt « Full Encrypt
« Partial Encrypt Partial Encrypt

°
e 11



Options

* Encryption Keys:
« 1024bit LSTC (Default):
« This is the standard LSTC encryption key and is chosen
by default.
« 2048bit LSTC:

 This is the double-strength LSTC encryption key. Note
that this encryption key will create ~double the
encrypted file size.

- R6 LSTC Legacy:

« This is the old legacy LSTC encryption key, meant only
for older versions of LS-DYNA e.g. R6.

PRIMER ’

Encrypticn Options =[x

Encryption Key Options

Encryption Key: 1024bit LSTC (Default) ¥

Partial Encryption Options

I:‘ Append *MATERIAL Info In Title

Encryption Start Line

Full Encryption Options

Create Extra Data

Do Mot Create Extra Data

Remave Title

I ENEIEY

Convert All Materials Into *MAT_ELASTIC
Preset Data For *MAT_ELASTIC
Density

“oung's Modulus

Poiz=on’s Ratio

PGP Comment Options

I:‘ Enable Comment Line

VENDOR OPTIONS CANCEL APPLY
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Full Encryption



PRIMER ’

Full Encryption

 Full encryption means the whole selected keyword(s) are encrypted, including the title and the
material type.
- When writing the model. the encrypted text data is included at the end of the file.

 Full encryption works with multiple include files and will include the encrypted text data at the
end of the file in which the original keyword is located.

— Model Encryption =]
Active model: M1

MATERIAL

*DEFINE_CURVE/_TABLE/ FUNC

Select All Get Associated Options

"MATERIAL *DEFINE_CURVE

I Full Encrypt « Full Encrypt I
Partial Encrypt I:' Partial Encrypt

*.0 14



Example of Encrypted Text Data

LR
.
.l.

hQEOAX24CcNFeEROLIEAP+ISFpyYre40SENXTWCOQCcglbQ9sxGebgbkD1YRYBTSpVAT
nj6oSLHMiRE8sNgDYR+vicZbmIpaVSRQL+9%eFrvEygS1UguCxkKkLwdgS+ndBJv4D
QvBgY9yn2C£fiBIiZZKhvzK19B0j+AIdFzz00hcB1lWSgNC4UAE/MSEDcoSomi4m4E
ANcDMSaBLJueS5d7wOmdP91qUbwuyQwC004gHEiLiPDUA7APTue 67 9pdxr IQNW4ONnWOU
HuOtFS2rbcY8+UpHQMtIlo2ocQaZabfF89oWunx2xsgSSwxXeSVoOV8crtSxSNYjP
Cl0EbaGs4/5pdfc7vB8yTeéb4iiRl6kaunr8ulDued]j roybmQRqmbCofNg39b4C5d
E/yBBokwzin64uH9IlHfaBvKNsu7wqgleSudv3VS81lxrHOvEABkYUhqg41lkGqY30sBB+
1fZybcUuSoRuvzSBMmMI3/bLySZIeKTaZ0Ifb0kkzGUOFSLMm+oWLDg2i3tPxAEoh
DL3G2g5¢g4HO14DhWZDRrXiISO0raJdenYNITRI+qgiHivyOLanSNU/cEESxCpXnI9KA
mK1jIQDgWVEE6JtTY2bg8HLkaex1CxCKWS6sJJg==

=gpN1l
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*END Data

*END Data is extra data that is written after the keyword
*END.

The data is not processed by LS-DYNA and is only used by
PRIMER for users’ convenience.

*END Data is only available for full encryption.

This extra data contains basic material information, without
exposing the whole material card. PRIMER will then use this
basic information in enhanced functionalities such as model
checking and mass calculations.

This extra data is enclosed within *ENCRYPTED START
and *ENCRYPTED _ END lines.

If you do not want the extra data to be created then select
“Do Not Create Extra Data”

*END Data for *DEFINE_FUNC is currently not created
however the keyword will be encrypted normally

PRIMER }

—_ Encryption Options =[]

Encryption Key Options

Encryption Key: 1024bit LSTC (Default) ¥

Partial Encryption Opticns

I:l Append *MATERIAL Info In Title

Encryption Start Line

Full Encryption Options

Create Extra Data

I:l Do Mot Create Extra Data

I:l Remowve Title

I:l Convert All Materials Into *MAT_ELASTIC

Preset Data For *MAT_ELASTIC

PGP Comment Options

I:l Enable Comment Line

VENDOR OPTIONS CANCEL APPLY
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E

xtra Data Options

Remove Title: Removes the title from the *END data

Convert All Materials into *MAT_ELASTIC: This option changes
the type of material into MAT_ELASTIC and is useful if you wish
to hide the type of material that has been. If unticked the extra
data will use the original *“MATERIAL type

Preset Data For *"MAT _ELASTIC: Changes the density, Young’s
modulus and Poisson’s ratio to values determined by the user. If
unticked the density, Young’'s modulus and Poisson’s ratio will be
unchanged from the original unencrypted material.

Encryption Options =[]
Encryption Key Options

Encryption Key: 1024bit LSTC (Default) ¥

Partial Encryption Options

I:‘ Append *MATERIAL Info In Title

Encryption Start Line

Full Encryption Options

Create Extra Data
I:‘ Do Mot Create Extra Data
I:‘ Remove Title
I:‘ Conwvert All Materials Into *MAT_ELASTIC
Preset Data For *MAT_ELASTIC
Density
“oung's Modulus
Poizson’s Ratio

PGP Comment Options

I:‘ Enable Comment Line

VENDOR OFTIONS CAMNCEL APPLY

PRIMER }
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*END Data Example

« The data includes basic info such as the encrypted material’s ID, Density, Young’s Modulus and
Poisson’s Ratio.

*ENCRYPTED_START

5
*MAT_PLASTIC_KINEMATIC_TITLE
(Encrypted) subframe mount - nofail

2001019 7.89E-9 200000.0 0.3
5
5
*ENCRYPTED_END
S
.’H: 18
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Partial Encryption



PRIMER ’

Partial Encryption

 Partial Encrypt means that only some of the chosen item is encrypted.
« The encrypted text data is written directly below the unencrypted part of the keyword definition.

 Use this option to encrypt the bulk of the material data, but leave the material type, title and
basic material properties human-readable.

— Model Encryption =[x
Active model: M1

*MATERIAL

*DEFINE_CURVE/_TABLE/_FUNC

Select All Get Associated Options

$
*MAT_RTGTD
3 7.85E-9 210.0 0.3 0.0 0.0 0.0
$
————— BEGIN PGP MESSAGE-—--- *MATERIAL *DEFINE_CLUEVE

hQEOAx24cNFeERo1EAP TuBhIJzqW/A3ihqKBat6EoXEBc1LBZI5tOmDWteyT ’
Q x24cNFeERoi /epclu zqwW/A3ihqKBa o C m ey |:| Full EﬂCI"J-,-"pt Full EﬂCI"}"F}t

fGdbgWwNI9Z fDx@1mF5r3EjHXDoi+TSEjOXxidS9Fwi2 fk+008hiiiMeufysVi22g
H/SWtpQiwNm+nfnp9VRZ /TUlvzYHX2gXBgdqzCifGfBwOIvglod16Y1r5zfivOaD

/ApV31R22r+jSH57V/ FeX5xSS+LLgMMFPLvb8wT450hegHp2RKILMMmyAGk fa0dq I« Partial Encrypt | Partial Encrypt I
gsxXxWwZWz FVtENoZUTAQZqGKBi IBnZFPGVRqJIOTTWmMGGW4JEDKDIW11HEK /IMF I3
Q7 /bwxTrX3gV8svEvOYHbIgLVpiRw71CcDYY2mFVD7ELYYIPpLl80oS+NdBg/SYYXB
vVAZNaW@eSn09kkK4vC5UzkWBYaKbHYcIhVdZ5KbbiJjazR5KsNZBPzChZBZpcsM
T8UP5Lj3c+qTS0SCQz/gtcalWZ01rQkZ8CeGObAKGQUMZ5+m8BsXtRO+A /y+cbLE
fkSgwg9SMRIDCttHX16EIDxhYbYe

=pSA5

————— END PGP MESSAGE-———-

*.0 20



Partial Material Encryption Options

* Append Info In Title: The density, Young’s modulus, and
Poisson’s ratio will be written in the title of the material.
PRIMER can again use this information internally for
functionality such as checking and mass calculation. (Requires
Encrypt Title not to be selected).

« Append Info In Title only works with material types Null, Elastic
and Rigid.

Encryption Options =[x
Encryption Key Options

Encryption Key: 1024bit LSTC (Default) ¥

Partial Encryption Options

I:' Append *MATERIAL Info In Title

Encryption Start Line

Full Encryption Options

Create Extra Data

Do Not Create Extra Data

Remove Title

RN

Convert All Materials Into *MAT_ELASTIC
Prezet Data For *MAT_ELASTIC
Density

oung's Modulus

Poisson's Ratio

PGP Comment Options

I:' Enable Comment Line

VENDOR OPTIONS CANCEL
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PRIMER ’

*VENDOR options

* You can create an expiry date of your choosing by enabling
*VENDOR DATE. Keywords encrypted with the *VENDOR
option will expire at the specify date.

—_ Wendor Options =]

Enable *VENDOR DATE (DO-MM-Y™"™")

Expiry Date 17 Mar ¥ 2022

*  When the keyword expires the model will no trunin LS- Enable “VENDOR Addtonal Lines
DYNA Lines after *"WENMDOR: .

Line 1:

* You can use additional lines option to add up to 9 comments into = tnez | |
the PGP Encrypted text. These comments are only shown when = <*
the license expires Lot

Mote: The *WENDOR options are only used in full encryption

- they will not be applied for partially encrypted data

CAMNCEL APPLY

*.0 22



Encrypt

PRIMER ,)9

« Once you have chosen at least one material or load curve the Encrypt button will become active.

» When clicked, the tool will create a copy of the original model in PRIMER and will replace the
chosen materials and/or load curves with their encrypted counterparts.

» The encrypted model will be a new model number in PRIMER, and can be written out in the usual

way.

Kodel Mao:

Title

Encrypted_M1

— Model Encryption

Active model: M1

“MATERIAL(33)

=X

*DEFINE_CURVE/_TABLE/_FUNC(73)

Select All Get Associated Options

*MATERIAL

Full Encrypt

ﬂ(’ Partial Encrypt

-

*DEFINE_CURVE

v

Full Encrypt

Partial Encrypt

.
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Additional Notes

« The encrypted data (which uses LSTC encryption key) can only be decrypted and read by LS-DYNA.

« Oasys PRIMER is not able to decrypt the encrypted data. However, it can use the *END Data info
(see previous slides here and here), where available, for some of its enhanced functionalities such
as model checking and mass calculations, for the convenience of PRIMER users.

* If you lose/delete your original unencrypted keyword file, there is no way to recover it from the
encrypted file. Please be careful with your file management.

(] 24
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Contact us

Global / UK
T: +44 121 213 3399
E: dyna.support@arup.com

India
T:+91 40 69019723 /98
E: india.support@arup.com

China
T:+86 21 3118 8875
E: china.support@arup.com

USA
T:+1 415940 0959
E: us.support@arup.com

Follow us on:

m @O0asys LS-DYNA

Environment

) ©@0asys Ls-DYNA

Environment

Subscribe to
our newsletter:

@ @Oasys

Oasys

LS-DYNA Environment

www.oasys-software.com/dyna/



mailto:dyna.support@arup.com
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