
Material & Load Curve 
Encryption Tool 



• This Oasys PRIMER tool is for encrypting *MATERIAL and *DEFINE_CURVE keywords for LS-

DYNA.

• The tool allows you to choose between partially and fully encrypting a keyword. 

• The tool works on models with multiple include files. 

• Encrypted keywords can be used by both LS-DYNA and PRIMER.  

About
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Setup
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• This tool needs an external software to perform the encryption.

• An example is the open-sourced, GPLv3 licensed software GnuGP (or GPG).

• You can visit https://gnupg.org/ to download GPG for your system.

GnuPG
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https://en.wikipedia.org/wiki/GNU_General_Public_License#Version_3
https://gnupg.org/


The First Step
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• To run the tool go to the tools tab > other > encrypt. 

Run 
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• First, you must already have the model you wish to encrypt open in PRIMER.

• You will be asked to select the location of the gpg executable file (e.g. gpg.exe in Windows or gpg in 

Linux) if the tool can not find it automatically.

gpg executable file

7



• If you have multiple models open in PRIMER you will be asked to select a model for encryption. 

Model Selection
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Selecting Materials and Load Curves 
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• Use the buttons at the top of the panel to select the MATERIALs and DEFINE_CURVEs in the model 

you wish to encrypt.

Manual Selection
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• Select All: Selects all of the MATERIALs and DEFINE_CURVEs within the model

• Get Associated: Selects all of the DEFINE_CURVES that are associated with the currently 

selected MATERIAL (i.e. referenced).

• Clear: This removes all the selected MATERIALs and DEFINE_CURVEs.

• Options: Opens the Options menu.

Select All, Get Associated, Clear and Options
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• Encryption Keys:

• 1024bit LSTC (Default):

• This is the standard LSTC encryption key and is chosen 

by default.

• 2048bit LSTC:

• This is the double-strength LSTC encryption key. Note 

that this encryption key will create ~double the 

encrypted file size.

• R6 LSTC Legacy:

• This is the old legacy LSTC encryption key, meant only 

for older versions of LS-DYNA e.g. R6.

Options 
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Full Encryption 
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• Full encryption means the whole selected keyword(s) are encrypted, including the title and the 

material type.

• When writing the model. the encrypted text data is included at the end of the file.

• Full encryption works with multiple include files and will include the encrypted text data at the 

end of the file in which the original keyword is located. 

Full Encryption
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Example of Encrypted Text Data 
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• *END Data is extra data that is written after the keyword 

*END. 

• The data is not processed by LS-DYNA and is only used by 

PRIMER for users’ convenience.

• *END Data is only available for full encryption. 

• This extra data contains basic material information, without 

exposing the whole material card. PRIMER will then use this 

basic information in enhanced functionalities such as model 

checking and mass calculations.

• This extra data is enclosed within *ENCRYPTED_START 

and *ENCRYPTED_END lines.

• If you do not want the extra data to be created then select 

“Do Not Create Extra Data”

• *END Data for *DEFINE_FUNC is currently not created 

however the keyword will be encrypted normally

*END Data
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• Remove Title: Removes the title from the *END data

• Convert All Materials into *MAT_ELASTIC: This option changes 

the type of material into MAT_ELASTIC and is useful if you wish 

to hide the type of material that has been. If unticked the extra 

data will use the original *MATERIAL type 

• Preset Data For *MAT_ELASTIC: Changes the density, Young’s 

modulus and Poisson’s ratio to values determined by the user. If 

unticked the density, Young’s modulus and Poisson’s ratio will be 

unchanged from the original unencrypted material. 

Extra Data Options
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• The data includes basic info such as the encrypted material’s ID, Density, Young’s Modulus and 

Poisson’s Ratio.

*END Data Example
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Partial Encryption
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• Partial Encrypt means that only some of the chosen item is encrypted.

• The encrypted text data is written directly below the unencrypted part of the keyword definition.

• Use this option to encrypt the bulk of the material data, but leave the material type, title and 

basic material properties human-readable.

Partial Encryption

20



• Append Info In Title: The density, Young’s modulus, and 

Poisson’s ratio will be written in the title of the material. 

PRIMER can again use this information internally for 

functionality such as checking and mass calculation. (Requires 

Encrypt Title not to be selected).

• Append Info In Title only works with material types Null, Elastic 

and Rigid.

Partial Material Encryption Options
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• You can create an expiry date of your choosing by enabling 

*VENDOR DATE. Keywords encrypted with the *VENDOR 

option will expire at the specify date.  

•  When the keyword expires the model will no t run in LS-

DYNA. 

• You can use additional lines option to add up to 9 comments into 

the PGP Encrypted text. These comments are only shown when 

the license expires 

*VENDOR options
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• Once you have chosen at least one material or load curve the Encrypt button will become active.

• When clicked, the tool will create a copy of the original model in PRIMER and will replace the 

chosen materials and/or load curves with their encrypted counterparts.

• The encrypted model will be a new model number in PRIMER, and can be written out in the usual 

way. 

Encrypt
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• The encrypted data (which uses LSTC encryption key) can only be decrypted and read by LS-DYNA.

• Oasys PRIMER is not able to decrypt the encrypted data. However, it can use the *END Data info 

(see previous slides here and here), where available, for some of its enhanced functionalities such 

as model checking and mass calculations, for the convenience of PRIMER users.

• If you lose/delete your original unencrypted keyword file, there is no way to recover it from the 

encrypted file. Please be careful with your file management.

Additional Notes
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Contact us

Global / UK
T: +44 121 213 3399
E: dyna.support@arup.com   

India
T: +91 40 69019723 / 98
E: india.support@arup.com 

China
T: +86 21 3118 8875
E: china.support@arup.com 

USA
T: +1 415 940 0959
E: us.support@arup.com 

www.oasys-software.com/dyna/ 

Subscribe to 
our newsletter:

@Oasys LS-DYNA 
Environment

@Oasys LS-DYNA 
Environment

@Oasys @Oasys

Follow us on: 

mailto:dyna.support@arup.com
mailto:india.support@arup.com
mailto:china.support@arup.com
mailto:us.support@arup.com
https://www.oasys-software.com/dyna/
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